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I Claim: • - . 

A system for selectively accepting an electronic message sent frdm a sender 
^^hroujgh a remote host over a connection to a recipient, the system comprising: / 
a dialup filter determining whether the connection is a dialup copnection; 
a relay filter determining whether the remote host is an open j 
a user filter verifying whether the sender of the electronic>message is authorized; and, 
a. recipient whitelist database including a list of acceptm)le sender addresses for at least one 
recipient, wherein if said dialup filter determines that ther connection is a dialup connection, or 
said relay filter determines that the remote host is amopen relay, or said user filter determines 
that the sender is not authorized, then said systerg/determines whether the sender is in said 
recipient whitelist database. 



2. The system of claim 1, wherein the sender is contained in said recipient whitelist 
database if a MAIL From address of^e sender matches a substring stored in said recipient 
whitelist database. 

3. The system of claim 1, wherein the list of acceptable sender addresses includes a 
null set of sender addresses. 



4. The system of claim 1, further comprising a quarantine database, wherein if said 

user filter determines that the sender is not authorized, the sender address is not in said recipient 
whitelist databas^^nd the user filter is flagged for quarantining, then the message is quarantined 
for that recipient in said quarantine database. 
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5. 



The system of claim 1, further comprising a quarantine database, whereinjHaid 



user filter determines that the sender is not authorized, the sender address is not inM0oi recipient 
whitelist database, and the user filter is not flagged for quarantining, then the m'ei^age is rejected 
for that recipient. 



6. The system of claim 1, further comprising a quarantine database, wherein if said 

dialup filter determines that the connection is a dialup connepridn, the sender address is not in 
said recipient whitelist database, and the dialup filter is flagged for quarantining, then the 
message is quarantined for that recipient in said quarantine database. 



7. The system of claim 1, fiirth^ comprising a quarantine database, wherein if said 
dialup filter determines that the connecti^wi is a dialup, the sender address is not in said recipient 
whitelist database, and the dialup filter is not flagged for quarantining, then the message is 
rejected for that recipient. 

/ 

/ 

8. The system of claim 1, further comprising a quarantine database, wherein if said 
relay filter determines th^t the remote host is an open relay, the sender address is not in said 
recipient whitelist database, and the relay filter is flagged for quarantining, then the message is 



at^^ 



quarantined for that recipient in said quarantine database 



9. The system of claim 1, further comprising a quarantine database, wherein if said 

relay filter det^mines that the remote host is an open relay, the sender address is not in said 
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recipient whitelist database, and the relay filter is not flagged for quarantining, tt^the^essage 
is rejected for that recipient. 

10. A system for selectively accepting an electroni^^essage sent from a sender 
through a remote host to a recipient, the system comprisir 

a dialup filter determining whether the connection is a dialup connection; 
a relay filter determining whether the remotemost is an open relay; 
a user filter verifying whether the sendei/Of the electronic message is authorized; and, 
a quarantine database, wherein if onjg'or more of said dialup filter, relay filter or user filter 
is flagged for quarantining, then the message is quarantined for that recipient in said quarantine 
database when said flagged dialup/filter determines that the connection is a dialup connection, 
said flagged relay filter determMes that the remote host is an open relay, or said flagged user 
filter determines that the sender is nof "authorized. 



11. The systiem of claim 10, wherein a user at the local MTA can selectively retrieve 
the quarantined message. ' 




12, Tfie system of claim 11, further comprising a blackHst database having a hst of 
blacklisted netw^ork addresses, wherein when the quarantined message is retrieved, a blacklisted 
network address for that remote host is removed from the said blacklist database. 



13. / The system of claim 10, wherein if one or more of said dialup fUter, relay filter or 
user filter are not flagged for quarantining, then the message is rejected for that recipient when 

85 




said unflagged dialup filter determines that the connection is a dialup connection, f ^unflagged 
relay filter determines that the remote host is an open relay, or said unflagged )i^er filter 
determines that the sender is not authorized. 



14. An article of manufacture for selectively accepting/an electronic message sent 
from a sender through a remote host to a recipient, the article f)f manufacture comprising a 
computer-readable medium having stored thereon instructions which, when performed by a 
processor, cause the processor to execute the steps comprising the steps of: 

determining at least one of whether the comiectiori is a dialup connection, the remote host 
is an open relay or the sender is authorized; 

determining whether a sender of the/electronic message is matched in a recipient whitelist 
database in response to determining that the connection was established by a dialup connection, 
the remote host is an open relay or tl/e sender is not authorized. 

15. The article of rninufacture of claim 14, wherein the sender is identified in the 
recipient whitelist database if a MAIL From address of the sender matches a substring stored in 
the recipient whitelist database. 



16. The article of manufacture of claim 14, fiirther comprising flagging at least one of 
the determining whether the coimection is a dialup, the remote host is an open relay or the sender 
is authorized and quarantining any message when the at least one flagged determining 
determines that th| connection is a dialup, the remote host is an open relay or the sender is not 
authorized. 
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17. A method for selectively accepting an electronic message transferred oy^a 
connection from a sender through a remote host to a recipient, the method comprisiiig: 

determining at least one of whether the connection is a dialup connectiop^"^ the remote host 
is an open relay or the sender is authorized; and, 

determining whether a sender of the electronic message is identified in a recipient whitelist 
database in response to determining that the connection was estajmshed by a dialup connection, 
the remote host is an open relay or the sender is not authoriz^. 

18. The system of claim 17, further comwising 'adding the remote host to a blacklist 
database if the sender is not matched in any recipient whitelist database. 

19. The article of manufacturp^of claim 17, wherein the sender is identified in the 
recipient whitelist database if a MAI^From address of the sender matches a substring stored in 
jthe recipient whitelist database. 



20. A method for/selectively accepting an electronic message comprising providing at 
least one filter that determines whether the electronic message is undesirable, flagging at least 
one filter for quarantining, and quarantining the electronic message for any flagged filter if that 
filter determines that the electronic message is undesirable. 



21 . The method of claim 20, wherein a system administrator or the message recipient 
can selectively retrieve the quarantined electronic message. 



/ 
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22. The method of claim 21, further comprising storing a list of blacklisted r^twork 
addresses, and removing a blacklisted network address for the remote host when thp^uarantined 
message is retrieved. 

23. A system for selectively accepting an electronic message s/nt from a sender 
through a remote host over a connection to a recipient, the system con^rising a dialup filter 
determining whether the connection is a dialup connection and a redpient whitelist database 
including a list of acceptable sender addresses, wherein if said dialup filter determines that the 
connection is a dialup connection, then said system accepts t^e message for that recipient if the 
sender address is in said recipient whitelist database. 



24. The system of claim 23, fiirther comprising a blacklist database, wherein the 
remote host is added to the blacklist database if the sender is not matched in any recipient 
whitelist database. 



25. The system of claim 23ywherein said system rejects the message for that recipient 
if said dialup filter determines that me connection is a dialup connection and the sender address 
is not in said recipient whitelist database. 



26. The system of claim 23, fiirther comprising a quarantine database, wherein if said 
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dialup filter determines that the connection is a dialup connection, the sender address is not in 
said recipient whitdist database, and the dialup filter is flagged for quarantining, then the 
message is quarantined for that recipient in said quarantine database. 
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27. A system for selectively accepting an electronic message sent from a^^er 
through a remote host to a recipient, the system comprising a relay filter determining whether the 
remote host is an open relay and a recipient whitelist database including a Hst of/iacceptable 
sender addresses, wherein if said relay filter determines that the remote host is an open relay, 
then said system accepts the message for that recipient if the sender address is in said recipient 
whitelist database. 

28. The system of claim 27, further con^^rising a blacklist database, wherein the 
remote host is added to the blacklist database jf the sender is not matched in any recipient 
whitelist database. 

29. The system of claim 17, wherein said system rejects the message for that recipient 
if said relay filter determines that/the remote host is an open relay and the sender address is not in 
said recipient whiteUst database. 

30. The system of claim 27, fiirtlier comprising a quarantine database, wherein if said 
relay filter determine/ that remote host is an open relay, the sender address is not in said recipient 
whitelist database, ind the relay filter is flagged for quarantining, then the message is 
quarantined for that recipient in said quarantine database. 



31. /A system for selectively accepting an electronic message sent from a sender 
through a reftnote host to a recipient, the system comprising a user filter verifying whether the 
sender of ^e electronic message is authorized; and a recipient whitelist database including a list 

89 




r 



of acceptable sender addresses, wherein if said user filter determines that the sender is not 
authorized, then said system accepts the message for that recipient if the^ender address is in said 
recipient whitelist database. 



32. The system of claim 31, further comprising a/blacklist database, wherein the 
remote host is added to the blacklist database if the sen^r is not matched in any recipient 
whitelist database. 

33. The system of claim 31, wherein said system rejects the message for that recipient 
if said user filter determines that the use^s not authorized, and the sender address is not in said 
recipient whitelist database. 

34. The system of claim 31, further comprising a quarantine database, wherein if said 
user filter determines that me sender is not authorized, the sender address is not in said recipient 
whitelist database, and ttie user filter is flagged for quarantining, then the message is quarantined 
for that recipient in s/id quarantine database. 



35. 



/ 



A system for selectively accepting an electronic message sent from a sender 



through a remote host over a connection to a recipient, the system comprising a dialup filter 
determining whether the connection is a dialup connection and a quarantine database, wherein if 
said diaiyp filter determines that the connection is a dialup connection and the dialup filter is 
flaggea for quarantining, then the message is quarantined for that recipient in said quarantine 
database. ' 
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36. The system of claim 35, wherein said system rejects the me^ge for that^cipient 
if said dialup filter determines that the connection is a dialup connecti;3(n and the dialup filter is 
not flagged for quarantining. 



37. The system of claim 35, fiirther comprising a blacklist database having a Ust of 
blacklisted network addresses, wherein when the qu^ntined message is retrieved, a blacklisted 
network address for that remote host is removedyfrom said blackHst database. 

38. A system for selectively accepting an electronic message sent from a sender 
through a remote host to a recipient^e system comprising a relay filter determining whether the 
remote host is an open relay and a quarantine database, wherein if said relay fUter determines that 
remote host is an open relay and the relay filter is flagged for quarantining, then the message is 
quarantined for that recipie^ in said quarantine database. 

39. The s/stem of claim 38, wherein said system rejects the message for that recipient 
if said relay filter /letermines the remote host is an open relay and the relay filter is not flagged 
for quarantining. 



40. / The system of claim 38, fiirther comprising a blackHst database having a list of 
blacklis/ed network addresses, wherein when the quarantined message is retrieved, a blacklisted 
netwo/k address for that remote host is removed fi'om said blacklist database. • 
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41. A system for selectively accepting an electronic messaeej^ent fi*om a sender 
through a remote host to a recipient, the system comprising a usct filter verifying whether the 
sender of the electronic message is authorized, and a quararmne database, wherein if said user 
filter determines that the sender is not authorized and/fhe user filter^ is flagged for quarantining, 
then the message is quarantined for that recipi^^in said quarantine database. 

42. The system of claim 4^ wherein said system rejects the message for that recipient 
if said user filter determines that/me user is not authorized and the user filter is not flagged for 
quarantining. 



43. The system of claim 41, further comprising a blacklist database having a list of 
blacklisted network addresses, wherein when the quarantined message is retrieved, a blackhsted 
network address for that remote host is renioved fi:'om said blacklist database. 

/ 
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